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Abstract—Resilient wireless networks ensure that the network
maintains functionality despite adverse conditions like hardware
and software failures, adversarial jamming attacks, or environ-
mental changes like wireless channel fading which can disrupt
connectivity. We show that Cross-Technology Communication
(CTC), which was developed to enable direct communication
between otherwise incompatible radio technologies, can be
utilized to improve the resilience in wireless networks. This is
achieved by increasing the number of independent wireless links
between adjacent wireless nodes as well as by the increase in
communication distance resulting in increased path diversity.
Results from our analysis reveal that the same level of resilience
can be achieved with reduced number of radio interfaces per
node while tolerating an order of magnitude higher node failure
rate. Moreover, such CTC-enabled networks are more resilient
to advanced technology-specific jamming attacks.

I. INTRODUCTION

In our increasingly interconnected world, the demand for

wireless networks that go beyond mere connectivity has never

been more pressing [1]. Resilient wireless networks are the

cornerstone of our modern society’s critical infrastructure,

supporting everything from healthcare systems and emergency

services to industrial automation and smart cities [2]. These

networks must withstand unpredictable challenges, from natural

disasters to deliberate attacks, while maintaining uninterrupted

connectivity and reliability. The objectives for resilient and

ultra-reliable wireless networking are centered around en-

suring continuous, dependable, and robust connectivity in

various scenarios, especially in mission-critical applications

like industrial automation, healthcare, or emergency services.

Resilience means ensuring the network maintains functional

despite adverse conditions like hardware and software failures,

adversarial jamming attacks, or environmental changes like

wireless channel fading which can disrupt connectivity [3].

In this paper we show that the possibilities of Cross-

Technology Communication (CTC) can be utilized in order to

make wireless networks more resilient. With CTC it is possible

to directly communicate between otherwise incompatible radio

technologies by means of waveform emulation, e.g., CTC

between WiFi and LoRa [4], WiFi and Bluetooth (BT) [5],

and WiFi and ZigBee [6]. As an example Fig. 1 shows a CTC-

enabled IoT showcase. Here a node SRC, e.g., smartphone

with only support for WiFi technology, requires the help from

a multi-technology gateway (MTGW) for communication with

a node DST, e.g., door handle supporting only Bluetooth low

energy (BTLE). Here the MTGW translates between the two
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Figure 1. IoT showcase with communication over multi-technology gateway
translating from WiFi to Bluetooth low energy (BTLE) technology.

wireless technologies, i.e., from WiFi to BTLE and vice versa.

The resilience of such a communication network is highly

affected by the robustness of the MTGW as the failure of

the node itself or any of its two wireless interfaces results

in communication outage. In addition, channel fading and

jamming attacks on the wireless communication channel (WiFi

or BTLE), may disrupt connectivity. However, the resilience

of our network can be dramatically increased by utilizing CTC

to create an additional direct communication link between

the SRC and DST nodes bypassing the MTGW node in case

of node or interface failures. Moreover, an attack from a

technology-specific jammer, here on the WiFi communication,

can be circumvent. Finally, the additional link diversity helps

to counter outage due to channel fading and attenuation.

Contributions: We show for the first time that the degrees

of freedom provided by CTC can be utilized to improve

the resilience in wireless networks. We present closed-form

solutions for the end-to-end success probability taking into

account node and interface failures as well as outage due to

channel fading and malicious jamming attacks. Results from

analysis in single hop as well multi-hop networks reveal that

the same level of resilience can be achieved with less number

of interfaces per node. Moreover, we show how CTC-enabled

transmissions can be made resilient to advanced technology-

specific jamming attacks.

II. BACKGROUND

A. Cross-Technology Communication

CTC enables direct communication among heterogeneous

devices having different incompatible wireless standards, e.g.,

WiFi with LoRa [7]. Existing CTC techniques can be divided

into the packet-level CTC and the physical-level CTC. The



packet-level CTC utilizes the packet transmission as the carrier

to convey messages to the receiver of another technology.

More sophisticated approaches do PHY-level CTC where the

waveform of the target technology is emulated. Such signal

emulation technique was introduced in a pioneering CTC

scheme called WEBee [6], which enabled a WiFi device to

transmit a ZigBee waveform by proper selection of its frame

payload bits. It operated with the native data rates of ZigBee

but suffered from a high packet error rate due to the inherent

distortions of the emulated signal. TwinBee [8] and WIDE [9]

further improve the quality of signal emulation and hence the

reliability of WEBee. Later, the signal emulation enabled CTC

between WiFi and BT [5], WiFi and LTE [10], [11]. In [4], we

showed that the Complementary Code Keying (CCK)-based

modulator of 802.11b WiFi can be used as a PWM generator,

that can generate a valid LoRa waveform. Li et al. [12] showed

that with CCK-based signal leaves some unique signatures

when it flows into the BLE receiver. The authors proposed

a technique called symbol transition mapping to convey data

between WiFi and BLE. Finally, there are cases where a CTC

between a narrow-band technology, e.g., LoRa, and a wideband-

technology, e.g., WiFi, needs to be established. A technique

termed signal recovery is used on the receiver side to reconstruct

the narrow-band transmission.

B. Jamming Resilient CTC

There is a rich body of literature on wireless jamming [13].

Basically it can be said that the more an attacking jammer

knows about the victim, the more successful he is. This is

because he listens (senses) for victim’s transmissions and

selectively jam in both time and frequency dimension on detec-

tion [14]. The sensing component of such a selective jammer

is technology-specific as it has to know some characteristic

signal emitted by the victim, e.g., well known PHY preamble.

Although a large number of CTC approaches was developed,

they all share the same disadvantages regardless of their designs

(physical-level or packet-level CTC). They are very sensitive

to technology-specific jamming attacks. This is because some

parts of the underlying (native) technology like PHY preamble,

header, OFDM pilots, cyclic prefix cannot be modified. So

taking the example of Wi-Lo [4], where the LoRa waveform

is emulated from a WiFi transmission, there is still a valid

WiFi frame that is transmitted with an 802.11b compliant PHY

preamble and header. Such a signature can be easily detected

and jammed with technology-specific sensing targeting WiFi

transmissions. Hence, such a LoRa emulated transmission will

be prone to both a WiFi and a LoRa specific jammer.

In order to make CTC emulated transmissions robust against

jamming of the underlying technology we propose the following

approach (Fig. 2). Our key idea is to send the immutable parts

of the underlying technology like physical layer preamble and

header at extreme low transmission power while the variable

part of the frame used for the actual emulation with high power.

This would make the signal detection of a technology-specific

jammer much more difficult. From a practical point of view, a

fine-grained power control would be needed.
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Figure 2. Making CTC resilient to technology-specific jamming by down
boosting the TX power on the immutable part of the underlying technology.
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Figure 3. Enabling long-range comm with CTC.

C. CTC for Long-Range Communication

There is another advantage of CTC. CTC can be utilized

to enable long range communication (Fig. 3). The limited

communication range of the native technology, here WiFi, can

be overcome by transmission of an emulated LoRa waveform

from the WiFi transmitter which is received by a WiFi node

from which the LoRa signal is recovered and its payload

demodulated [4]. Based on literature, Fig. 4 shows the minimum

sensitivity of different radio technologies from the 2.4 GHz

ISM band together with the corresponding data rates. Here

we see that both parameters are highly correlated and that

we can trade data rate for increased sensitivity and distance.

This is very beneficial as it increases the node degree, i.e., the

number of neighboring nodes increases, making the network

more resilient to node/interface/link failures.

III. PROBLEM STATEMENT

In this section, we first highlight the main system assump-

tions we use in our analysis. Then we present our system

model together with the strategies under investigation.

A. Failure Models

The following issues affect the resilience, i.e., end-to-

end (E2E) success probability, of a communication network:

• Node failures, e.g., hardware or software malfunction,

• Interface failures, i.e., outage of a network interface card

due to hardware or software failure (failed driver updates),

• Link outage due to wireless channel fading,

• Link failure due to technology-specific jamming attacks.
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Figure 4. Min. sensitivity vs. data rate for selected radio technologies in 2.4
GHz ISM band with exponential fit: f(x) = 100.1x+9.2.



All four types of errors are modeled as stochastic processes

for which we made the following assumptions:

• Node failures are independent,

• Interface failures due to hardware malfunction are inde-

pendent but software-related failures are dependent,

• Link failures due to channel fading are independent,

• Link disruptions due to jamming attacks are dependent if

same link technology is being used.

First, the network nodes themselves can fail with a probabil-

ity of pn, preventing any communication to and from that node.

For interfaces, we consider both hardware and software failures.

We assume interface hardware failures to be independent of

each other, since faults like defective electronics in one interface

usually do not impact any other interface. The probability for

such a failure is ph. In contrast, we model software-based

interface failures to be dependent on the same node as long as

the same technology is being used. This is because a faulty

software driver update would make all associated interfaces

unusable, e.g., failed WiFi driver makes all WiFi interfaces

unusable. If no other interface of the same technology has failed

due to software-related issues, the probability for failure is ps.

However, as soon as one interface fails, all other interfaces of

the same technology have a higher error probability of ps,c.

Similarly, link outage, due to channel fading and technology-

specific jamming, is modeled as independent and dependent,

respectively. For channel fading, it is reasonable to assume that

the outage of two links is uncorrelated as they are sufficiently

physically separated. So the probability is pf . In contrast,

technology-specific jamming is modeled as dependent if the

same wireless technology is being used. This is because such

a jammer is able to recognize the transmission using signal

patterns from physical layer preamble or pilots. Hence, as soon

as the jammer is able to successfully jam a particular link

with pj , all other links of the same technology have a higher

jamming probability of pj,c.

For our communication system to be not in outage, the

following must be fulfilled. First, there exists at least one

working path from source to destination node. Second, for

each hop along that path at least one interface pair as well as

the corresponding link has to be functional.

B. Network Model

We consider a wireless network with N devices (nodes).

Each device is equipped with K wireless interfaces. We assume

the existence of K-many different wireless technologies. Each

interface uses a specific wireless technology. We consider two

network topologies. First, a single-hop scenario with N = 2
devices being in direct wireless communication range regardless

of the used wireless technology. Second, a multi-hop scenario

where the N > 2 nodes are arranged in a string topology with

the first and last nodes being source and destination.

C. Approaches under Study

We will study the following three approaches (Fig .5):

• DiffTech: each interface uses a different wireless technol-

ogy resulting in K links between adjacent nodes;

1

N

1

N

...

RX
1

N

...

1

N
TX ...

RX
1

N

...

1

N

...TX

l1

lN

l1,1

lN,N

l1,1

lN,N

(b) SameTech: same technology for each interface

...TX RX

(a) DiffTech: different technology for each interface

(c) FullCTC: different technology for each interface

Figure 5. Approaches under study: baselines (a+b) vs. proposed approach (c).

• SameTech: all K interfaces use the same wireless technol-

ogy resulting in K2-many links between adjacent nodes;

• FullCTC: each interface uses a different wireless technol-

ogy but emulation via CTC of any of the K technologies

is possible. The total number of links is K2.

Note, the difference between the three approaches w.r.t. link

failures. In case of channel fading and absence of jamming

attacks, the approaches SameTech and FullCTC offer the highest

resilience due to the larger number of links, i.e., K2 instead

of just K for DiffTech. However, under intense jamming

attacks DiffTech as well as FullCTC are more resilient than

SameTech due to our assumption that failures due to jamming

are dependent in case the same wireless technology is being

used. Hence, in an environment with both channel fading and

jamming attacks our proposed FullCTC approach is expected

to achieve a higher level of resilience, i.e., higher E2E success

rate (SR).

D. Analytical Solution

In this section, we present closed-form solutions of the end-

to-end success rate for the three approaches under study. All

the used terms are summarized in Table I.

1) Difftech: The E2E SR pdtsr for DiffTech is computed as:

p
dt

sr
= (1 − pn)

2
·
(

1 −
(

1 − (1 − ph)
2
(1 − ps)

2
(1 − pf ) (1 − pj)

)K
)

(1)

2) SameTech: E2E SR pstsr for SameTech is computed as:

p
st

sr
= (1 − pn)

2
(

1 −
(

K
∑

n=0

K
∑

m=0

Pst(Xn)Pst(Ym)P (Z0|Xn ∩ Ym)
))

(2)

where Pst(Xk) is the probability of k failure-free interfaces
at one node, Pst(Xk,s) is the probability of k free of software
failure interfaces at one node, P (Z0|Xn ∩ Ym) the probability
of all links jammed or faded conditional n failure-free interfaces
at the transmitter and m failure-free interfaces at the receiver
and P (Zl,j |Xn ∩ Ym) is the probability of l no jammed links:

Pst(Xk) =

K
∑

i=k

ph
i−k

(1 − ph)
k
Pst(Xi,s)

(i

k

)

(3)

Pst(Xk,s) =

{

(1 − ps)
K , k = K

∑K−1

i=k
ps

K−i(1 − ps)
i
(

K

i

)

p̃s
i−k(1 − p̃s)

k
(

i

k

)

, k ̸= K

(4)



Table I
TERMS IN EQUATIONS

pn probability of node failure
ph probability of interface hardware failure

ps
probability of interface software failure given
no other interface has a software failure

ps,c
probability of interface software failure given
another interface has a software failure

pf probability of a link is faded

pj
probability of a link is jammed given
no other link of same technology is jammed

pj,c
probability of a link is jammed given
another link of same technology is jammed

K number of installed interfaces on each node
L number of links
n number of fault free interfaces on TX
m number of fault free interfaces on RX
l links without fault
Xn n interfaces are without fault on TX
Ym m interfaces are without fault on RX
Zl l links are not broken

P (Zl|Xn ∩ Ym, L = nm) =

L
∑

i=l

pf
i−l

(1 − pf )
l
P (Zi,j |L)

(i

l

)

(5)

P (Zl,j |Xn ∩ Ym, L = nm) =
{

(1 − pj)
L, l = L

∑L−1

i=l
pj

L−i(1 − pj)
i
(

L

i

)

p̃j
i−l(1 − p̃j)

l
(

i

l

)

, l ̸= L

(6)

using the probabilities

p̃s =
ps,c − ps

1 − ps

(7)

p̃j =
pj,c − pj

1 − pj

(8)

3) FullCTC: Finally, the E2E SR pfcsr for our proposed
FullCTC is computed as:

p
fc

sr
= (1 − pn)

2

(

1 −
(

Pfc(Y0) +

K
∑

m=1

Pfc(Ym) ·
(

ps + ph − psph

+ (1 − ps) (1 − ph)pfc(Z0|X1 ∩ Ym)
)K
)

)
(9)

with the probability of k failure-free interfaces at one node
Pfc(Xk)

pfc(Xk) =

K
∑

i=k

ps
K−i

(1 − ps)
i
ph

i−k
(1 − ph)

k
(K

i

)(i

k

)

(10)

and the other probabilities as defined for the derived equations

for SameTech (§III-D2).

IV. EVALUATION

We evaluated the different approaches in two scenarios.

First, a single-hop scenario with source and destination nodes

in direct wireless communication range to analyze the impact

of interface and channel failures as well as from jamming.

Second, a multi-hop scenario to investigate the impact from

node failures.

A. Single-Hop Scenario

We consider a single-hop scenario with source and destina-

tion nodes in direct wireless communication range (regardless

of the used wireless technology). Both the source and destina-

tion nodes are equipped with K interfaces.
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(b) Just fading.
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Figure 6. Performance in single-hop scenario.

1) Perfect Links: We start with an analysis with completely

reliable wireless links, i.e., no fading (pf = 0) and absence

of jamming attacks, i.e., (pj = 0). However, we consider the

possibility that the interfaces might fail due to hardware or

software failures, i.e., ph = 0.1, ps = 0.1, ps,c = 0.3. Note

the correlation of software failures.

The results are shown in Fig. 6a together with the curves

from our analytic evaluation. We see that FullCTC is able to

achieve an E2E SR of > 0.999 with much lower number of

interfaces, i.e., 3 instead of 5 when compared with DiffTech.

SameTech performs worst and requires 6 interfaces. This can

be justified by the fact that SameTech suffers the most from

interface software failures due to the use of same wireless

technology on each interface.

2) Just Fading: Next, we consider a scenario with channel

fading (pf = 0.3) but no jamming (pj = 0). The remaining

parameter were set to: ph = 0.1, ps = 0.1, ps,c = 0.3.

The results are shown in Fig. 6b. We see that FullCTC is

able to achieve an E2E SR of > 0.999 with much less number

of interfaces, i.e., 3 instead of 5 when using SameTech. The

DiffTech performs worst and requires 3× more interfaces to

achieve the same level of resilience as FullCTC. This is because

both SameTech and FullCTC have a much larger number of

available wireless links, i.e., K2 instead of just K, which



makes those approaches much more resilient to channel fading.

3) Fading & Jamming: Finally, we consider a scenario

with both channel fading (pf = 0.1) and active jamming

attacks (pj = 0.2, pj,c = 0.7). Note that the jamming is highly

correlated. Therefore, a successful attack on a link that uses a

particular technology will most likely disrupt other links that

use the same technology. The other parameters were set to

ph = 0.01, ps = 0.03, ps,c = 0.3.

The results are shown in Fig. 6c. Again, FullCTC offers

the highest resilience. To achieve an E2E SR of > 0.999 it

requires only 3 interfaces whereas the other two approaches

need 5 and 6 respectively.

Takeaway: Our proposed FullCTC outperforms the other two

approaches in all three scenarios. On average, it requires half of

the number of interfaces to achieve the same level of resilience.

B. Multi-Hop Scenario

Next, we analyze the advantage of FullCTC in a multi-hop

scenario. Therefore, we consider a scenario with 19 nodes

arranged in a string topology and inter-node distance of 30 m

with the source and destination nodes being the outer left and

outer right nodes respectively. To consider the influence of node

outage pn on the E2E SR in isolation, we assumed fully reliable

interfaces and a perfect channel without fading and jaming.

In addition, we assumed the source and destination nodes to

be reliable as well, i.e., pn affected only intermediate nodes.

As Baseline, we configured the nodes to operate in 802.11n

WiFi mode with the sensitivity and data rate values as shown

in Fig. 4. Since WiFi only allows short range communication

the Baseline resulted in 18 hops from source to destination.

Hence even a single node failure results in outage, i.e., SR=0.

We compare the baseline with two versions of our proposed

approach. In FullCTC, we assume that the emulation of the

technologies WiFi 802.11b, Bluetooth (BT) and LoRa is

perfectly possible without any data rate loss. This results in

much higher node degree because of the increased sensitivity

and communication range of those technologies (Fig. 3) as

compared to 802.11n and hence multiple paths from source to

destination node. Because of this path diversity the outage of a

single node no longer results in a broken connection. Results

for an optimal solution termed as FullCTC*. Here, we assume

that for each receive sensitivity there exists some wireless

technology with some data rate according to our curve fit in

Fig. 4. As consequence, even for two very far apart nodes, there

is always a link but with possibly very low data rate. Hence,

FullCTC* offers the highest node degree and path diversity.

The results are shown in Fig. 7. Looking at the E2E SR

first, we can observe the significant improvement for FullCTC

and FullCTC* as compared to Baseline. When considering a

target E2E SR of 0.5 the maximum possible node outage for

Baseline is just 0.04 as compared to 0.4 and 0.76 for FullCTC

and FullCTC*, respectively. For a higher target E2E SR of 0.99
pn must be nearly zero, whereas FullCTC can tolerate a node

outage of up to 0.09. The reason for the improved resilience

is due to the much higher node degree, i.e., the number of

wireless links is 2.8/5.8× larger in FullCTC/FullCTC* case
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Figure 7. Performance in multi-hop scenario.

as compared to Baseline, hence increasing the path diversity

by that factor. However, the increased resilience comes at the

price of a lower data rate. Fig. 7 also shows the average E2E

data rate computed over the network configurations being not

in outage. For FullCTC/FullCTC* we can observe a graceful

degradation of data rate with an increase in pn.

Takeaway: Our FullCTC approach increases the node degree

and hence the path diversity resulting in an order of magnitude

higher resilience to node failures as compared to baseline.

V. RELATED WORK

Related work falls into four categories:

Diversity in Communication Technologies: Employing di-

verse communication technologies (e.g., multi-radio systems,

multi-path routing) to enhance reliability and resilience. Nielsen

et al. [15] proposed to utilize interface diversity and integrate

multiple communication interfaces, each interface based on

a different technology. By means of coding the payload

and redundancy data is distributed across multiple available

communication interfaces. In their analysis they also consider

failure correlation among interfaces and technologies. Instead of

considering the connectivity between adjacent nodes jamming

can be also addressed at the network-level [16]. Here it is

possible to restore the end-to-end data delivery through multi-

path routing. As long as all paths do not fail concurrently, the

end-to-end path availability is maintained. Pu [17] proposed a

jamming-resilient multi-path routing for flying ad-hoc networks.

In addition to multi-path routing, Cai et al. [18] introduced

load balancing to handle multiple disaster zones.

Redundancy and Reliability Protocols: The objective is to

jointly implement redundancy and reliability protocols such

as Hybrid Automatic Repeat reQuest (HARQ) to mitigate

packet loss and ensure data integrity. Khosravirad et al. [19]

proposed a transmission scheme that performs channel-aware

rate adaptation, link scheduling and also exploits multi-user

diversity through cooperation on demand. Swamy et al. [20]



proposed the usage of network coding in conjunction with

cooperative communication techniques. With CLARQ, Han

et al. [21] introduced a closed loop ARQ for high reliability.

They use reallocation of resources in a TDMA scheme to

improve the resilience against Rayleigh fading.

Advanced Antenna Technologies: The usage of (massive)

multiple antennas (MIMO) is a significant contributor in

achieving resilience as it enables to create high SNR, quasi-

deterministic links being quasi-immune to fading and interfer-

ence [22]. Akhlaghpasand et al. [23] showed how a MIMO

system can be protected from jamming attacks. Do et al. [24]

also uses optimal power distribution and RX filters based on

jamming estimation. They exploit the high spatial resolution

of missive MIMO systems.

Dynamic Spectrum Access: When operating in unlicensed

bands, co-existence need to be assured as there may be other

wireless systems working on the same bands resulting in cross-

technology interference. Xu et al. [25] proposed to employ the

basic idea of cognitive radio for dynamic interference-resistant

multi-channel access. In particular a multi-channel listen before

talk scheme with adaptive channel hopping is proposed. Wang

et al. [26] proposed different anti-jamming methods based on

cognitive radio technology where the wireless devices learn

the dynamic and complex spectrum environment and obtain an

optimal communication strategy. They consider both single-user

and multiple-user (collaborative) strategies.

VI. CONCLUSION

In this paper we showed that the degrees of freedom provided

by CTC can be utilized to improve the resilience in wireless

networks. Specifically, there is an increase in the number of

wireless links between adjacent nodes as well as the number of

available paths in the network. Furthermore, we showed that

CTC transmissions can be more robust against jamming. As

future work, we plan a prototype using commodity hardware

which would allow us to validate our approach under real

channel and jamming conditions.
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